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1. About this user guide

This guide shows how to verify and validate a digitally signed document. It is very important,
to verify if the digital signature is genuine before you trust a digitally signed document.
After successfully setting up the digital signature, or when you received a digitally signed

document, it is very important to check the signature validity.

2. Set automatic digital signature validation

2.1 Download and Trust the RootCA and GovCA certificates
- Please Click here to download the RootCA and GovCA. (Old RootCA and Old GovCA)
- Open RootCA and GovCA to import and install them on the computer like if follows:

2.2 Import RootCA and GovCA certificates On Windows PC:

el GOVCA CetExchange.cer
Eal ROOT CA CentEachange.cer

Open File - Security Waming X

Do you want to open this file?

Name: ...DigitalCemt\CA_ROOT_CERT\GOVCA Centbxchange.cer
A Publisher: Unknewn Publisher

Type: Security Cenificate

From:  €:\Users\HP\Dropbox\PKN GuideToSignUsingDigitalCe.

) Aways ask before opening this file

X
& i* Centificate Import Wizard
dect 2 certificate store, ify a location for
Austomatically select the cerSficate store based on e type of certificate
e —
] [
.

€ Cenficste Import Wizard

Completing the Certificate Import Wizard

The certficate willbe imported after you dick Firish

ouhave speofied the foloming settngs.

TS I Trusted Root Cerbficaton Authorites

Cantent Ceruficate

et
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& Cenificate X

General Detsis  Certficaton Path

§ Certificate Information

= Al appication poles.

*Refer to the certiication authority's statement for detais.

Issued to: GovCA
Tssued by: RvRootCh
Valid from 03/04/2036 to 0/04/2025

certificate
—

otal Certheate. | | lasuer Statement

Instal

Select Certificate Store x

Select the certficate store youmant to use.

1
keot.
o

e, or you can specify a locaton for

[ based on the type of cerficate
fe

[hee ]| cancel

If you get this message press yes
[[securey woming

You are about to instal a certicate from a eentification
‘authority (CA) claiming to represent

3/9

£ Cetificate Import Wizard

Welcome to the Certificate Import Wizard

Ths wizard helps you copy certiicates, cerSficate ust ksts, and certificate revocaton
lists from your dsk to a certficate stare.

hich s issued by a certifcation autharity, s a confirmation of your denty

\ections. A Cerafcste store is the system area where certfcates are kept.

Local Machine

Cancel

£ Certificate Import Wizard

Cortificate Store

Certificate stores are systam areas whare certficates are kapt,

wind o for
the certficate.

Q) Automaticall select the ceriificate sture based on the type of certificate
@ Place al certficates in the folowing store

Certicate store:
Trusted Rest Certhcation Autherites

s

Cerificate Impart Wizard X
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https://www.govca.rw/about/rootCAandCA.sg
https://www.govca.rw/common/staticFileDownload.sg?fn=ROOTCA_Certificate.der
https://www.govca.rw/common/staticFileDownload.sg?fn=CA_Certificate.der
https://old.govca.rw/eng/RootCAandCA/ROOT%20CA%20CertExchange.cer
https://old.govca.rw/eng/RootCAandCA/GOVCA%20CertExchange.cer
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2.3 Import RootCA and GovCA certificates On MAC PC:

Import the downloaded RootCA and GovCA certificates into the System Key Chain as shown

about/rootCAandCA. s¢ i
@ govea.rw, tCAa: a @ Add Certificates
OIS L ° A4 Cactiatee = ::sy:eh::el;‘:;:: is trying to modify the |
Keychain Access ~——] Do you want to add the certificate(s) from the file ﬂ | n Enter an administrator’s name and password to allow this.
“ROOTCA_Certificate.der” to a keychain? | i_ e

‘ At tars Ntos | MY Cort O ‘—‘“ New root certificates should be added to the login keychain for the User Name: ICOIn puter user name yall
d' login current user, or to the System keychain if they are to be shared by all
o' Local items ke cf s maciae: Password: Computer password

3 System
0 i Cancel Modify Keychain

%) System Roots Name Kind Keychain + login )

Local items il
View Certificates ' Keycha'n. sVs‘em e
ystery
g— View Certificates Cancel Add

@& govca.rw/about/rootCAandCA.sg

’[.'.\/Ri SA ENG

[ ] Add Certificates

Keychain Access Keychain Access is trying to modify the

system keychain.

Ca
Allitems = Passwords Secure Notes My Certificated | |_° Enter an administrator's name and password to allow this.
| e

<

of login User Name: Bona yall
d Local Items Password: K eeeesesecee
Computer username and password
& sysam Cancel
(@ System Roots Name Kind ReyeRamT System
View Certificates Cancel Add
F

Click her to save

Note: Please do this for both the downloaded RootCA and GovCA certificates. (Old RootCA and
0Old GovCA)

2.4 Trust the RootCA certificate in Adobe reader:

After digitally signing a pdf file, we need first to trust the RootCA Certificate in the Adobe Reader
to allow the automatic signature validation. (We recommend to import both new and old RootCA
and CA certificate).

Below are the steps showing how to trust the RootCA and Validated the digital signatures:
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https://www.govca.rw/common/staticFileDownload.sg?fn=ROOTCA_Certificate.der
https://www.govca.rw/common/staticFileDownload.sg?fn=CA_Certificate.der
https://www.govca.rw/common/staticFileDownload.sg?fn=ROOTCA_Certificate.der
https://www.govca.rw/common/staticFileDownload.sg?fn=CA_Certificate.der
https://old.govca.rw/eng/RootCAandCA/ROOT%20CA%20CertExchange.cer
https://old.govca.rw/eng/RootCAandCA/GOVCA%20CertExchange.cer
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Digitally signed
by

TestEDSCertificat :
e(Test Certificate)
Date: 2021.03.05

Signature Validation Status

& Signature validity is UNKNOWN.
= - The document hasgot been modified since this signature was applied.
- The signer's identitly is unknown because it has not been included in your list of trusted certificates and none of its parent

certificates are trust d::Iertificates. C“Ck here to see propertles
\

" Signature validity is “Unknown” because the 12
. validity check was not performed! o

£ Welcome
Home Tools Welcome x @ Sign In
A, 1 5 % v H, @™ B2
w® 8 Q @ 15 M DO B W - T B2 LD G B 3
e\
I Certificates Q’q Digitally Sign [?; Time Stamp E}o Validate All Signatures \\ Close )
© - &
Signature Properties
o (=]}
R g,  Snaturevaidiyis UNKNOWN o=
S signing Time: 2021/03/05 20:31:01 +02'00' ‘
@ Validity Summary Adobe Q)
Tha document has not been madified since this signature was applied.
The certifier has specified that Form Fill-in, Signing and Commenting are allowed
for this document. No other changes are permitted.
The signer's [dentity Is unknown because it has not been included in your st of 2 ]
trusted certificates and none of its parent certificates are trusted certificates.
Signing time is from the clock on the signer's computer.
Signature was validated as of the signing time: N
2021/03/05 20:31:01 40200
=
%
Signer Info ah
! Path validation checks were successful. 2
Revocation checking was not performed. 7
Show Signer's Certificate. O
O ( l I Advanced Properties Ciose Valldate Signature
F l
% Welcome
Home Tools Welcome x § . ® Sign In
Certificate Viewer
A
hXg C}) B @\ @ This dialog allows you to view the details of a certificate and its entire issuance chain. The details E> 6'9‘ ,o

carrespand to the selected entry. Multiplo issuance chains are being displayed because nona of the

chains were issued by a trust anchor.
Certificates g Close

LU EAE Summary  Details  Revocation  Trust  Policies  Legal Notice

R
@ & Gl TestEDSCertificate(Test Certificata) <pki@risa. gov.rw> @
fest Departmes =

D ootCA and Issued by: ;v‘; i LH
GovCA are not available here National Digital Certification Canter B

@ Valid from:  2021/0%21 21:12:00 +02'00" ©

—— You need first to Impart RootCA and|GoyGAh™ 2messss
infonided usage:  Digital Signature, Non-Repudiation, Encrypt Keys

After Importing and installing RootCA and GovCA, if you open the signature property you get the
following image:

o e
vCA RISA
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%] Welcome
Home Tools Welcome x @ Sign In
Certificate Viewer
ﬁ Q a Q @ This dialog allows you to view il ifi i it in. The details f} é‘ ‘°
3 the
I Certificates N‘.ill:‘:.r'i“ll.dIﬂllrunl“thoh : @
Sy || Dotaia) | Reveabon . Trunt || Paucies | Logai atica B
o ©
@ RootCA and GDVCA_‘A——"’ ¢ ::‘E ortificd  This certificate is not trusted. TE
0 are now Available Trust suangs = ’ ‘ &
Go to “Trust” tab A
& 1 R Sign documents or data. Adobe B
R Certity documents
Select ROOICA 5 excue dynamic contant thatis ambacdad i corios
docoment
K Execute high privilege JavaSeripts that are embedded in & 2, ]
certified document
W e l % Perform privileged system operations (netwarking, printing,
' file access, etc.) <
-
Add to Trusted Certificates... w
4
A4
fs
Oc l Then Click here 0

Then if the pop up comes, click ok:

Home Tools Welcome x ® Sign In
w e 8 Q @ 1hi cstop stows you ovi ' ificate and tsantie in The doaiis > G 2
$por 2 the
=
I Certificates g | ( c..,s,)

Ro Revocation  Trust  Policies  Legal Notice p
© ‘

N usted.
If you change the trust settings, E
] you will need to revalidate any ‘
signatures to see the change.
o oons Adobe B
Trusting certificates directly s
from a document is usually
unwise. Are you sure you wantto  5€ontent thatis embedded in a certfied
do this?
Vilege JavaScripts that are embedded in a 2
Cancel B
od system operations (networking, printing,
( sdcess, stc)
o
L2

Add to Trusted Certificates.

4
P
D O Cl Click OK o
@ ™esecscotenspanis i
“The path validation checks were done as of the signing time:
2021/03/05 20:31:01 +02'00"
ere gre 1¢ R 7
R
o
'\Y\\I\AII’\ﬂVf\ Nerssa e e ses o ss we e s ses e owe o aw s e o i ) /‘(’)
= Welcome
Home Tools Weicome x @ Sign In
T B8 Q @ o Import Contact Settings o & B &
Certificates Sublect: RootCA (_GClose )
3 Issuer:  RootCA
@ Usage:  Sign Certificate (CAJ, Sign CRL Do
Expiration: 11/17/40, 5:03:22 PM [-=]
o
A A
@ A to must either 8 8 trust anchor or Adobe B
T e e
«checking Is not performed on or above a trust anchor.
Use this certificate as a trusted root
f signatura validation succeeds, trust this certificate for: &
&)
{9 Certified documents.
Dynamic content
Embedded high privilege JaveScript 7
0
< Select all Privileged system operations (networking, printing, file access,
Click Okay b
Here are f¢ | .. e

vCA CORISA

N
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% Welcome
Home Tools Welcome x O] Sign In
Certificate Viewer
N
w8 Q @ s ieiog stows you toview i The details 4 A £
e et d L e

chains wore issued by a trust anchor. = N
Certificates 1\ Close /‘

RootCA Summary Detads Revocation Tust Policies  Legal Notice
1k} / GoveA
Trust Settings

[l Remember RootCA is selected!! Only RootCA should be trusted!!

) R Sign documents or data
XK Certify documents

% Execute dynamic content that is embedded in a certified
ment

Execute high privilege JavaScripts that are embedded in a

x
certitied document
R Perform privileged system operations (networking, printing,
‘ file access, etc.}

Add 1o Trusted Cartificates.

D O C l click OK again
(0]

The selected certificate path is valid.

The path validation checks were done as of the signing time:

Here are fiF =t

L&
d nyvvh €re witmrAuuoe ACtruudy AYURE DIZN,

Then Validate the signature:

Adobe (2N

i

(53]

DR OB

o IS

r ~
£ Welcome
Home Tools Welcome x @ A signhn
= L)
w ® 8 Q @ 15 [ MR DO B - 3 P B L2 &Y G B &
i o
Certificates D Digtally Sign [ Time Stamp £, Validate Al Signatures (_close )
o Signature Properties B
Signature validity is UNKNOWN, DI:]
D S0 signing Time: 2021/03/05 20:31:01 402'00" ‘
@ Vataty Summary Adobe B
The document has not been modified since this signature was applied.
The certfer has specifed that Form Fil-in, Signing and Commenting are allowed
for this document. No other changes are permittad.
Tha signer's identity is unknown bocause it has not been included in your fist of (5]
trusted certificates and none of Its parent certificates are trusted certificates. ¥

Signing time is from the clock on the signer’s computer.
Signature was validsted as of the signing time: Aftrer trusting the RootCA
2021/03/05 20:31:01 402'00" A % g

. click here to Validate the Signature

< Tha path from the signer's certificats to an issuar's certificate was successfully
Buit.

Revocation checking was not perfarmed.

Show Signer's Certificate.
Advanced Proparties. Close.

(53]

N

N O

Government Certificate Authority

7/9

Ae N\
\




National Digital Certification Center. National Public Key Infrastructure (PKI Division)

Application
Process user guide

Document number:

Prepared by PKI Division Approver:

Date Created: 2021-02-26

version: 1.0

Home Tools Welcome  x ® A signin
w8 Q @ 15 [ R MO B - @A T B2 adH G B 2
I Certificates B vigrally sign [ Time stamp (g, Valkdate At Signatures ( Close ;
)
: X < Signature Properties o
e The signature will be validated
N Signature is VALID, signed by TestEDSCertificate(Test Certificate) [}
0 and Appear as valid! Ly puarisagor '\‘ 3
Signing Time: 2021/03/05 20:31:01 +02'00"
@ ) : e Adobe B
If the signature is not valid! e
" The document has not been moditied since this signature was applied.
P! ease do n t 1rUSt tha1 d ocumen t The certifier has specified that Form Fill-in, Signing and Commenting are alliowed
o1 this Gocuent NG other Changes o pérmiti 3
The document is signed by the current user. L“
Sining tma s trom the clock on the signer's omputer
e C Signetis was vbdated b ftesring e
2021/03/05 20:31:01 +02'00"
Signe oto o)
« The path from the signer's certificate to an issuer's cetificate was successfully
b : L
The sgners cotificata i valid and has not been revoked, Click here tg close
(ot Sigmers Conicate.. ) 9}
Advanced Properties. clogp 2
& . " c
Additional information on the signature validity:
Home  Tools Welcome x @ Sign In
J
w e B8 Q ©@ 15 M PDO @ ww- B/ T B L2 LD G B %

I Certificates

@
A Signature is Valid

€

Signature is VALID,
- The document has not been modified since this signature was applied.
- The document is signed by the current user.

B Digitally Sign [ Time Stamp £ Validate Al Signatures

Digitally signed

by

TestEDSCertificat

e(Test Certificate)

Date: 2021.03.05 |
Signature Validation Status

The e-mail also appears

signed by TestEDSCertificate(Test Certificate) <pki@risa.gov.rw>.

Signature Properties... cloge

Close

A

Adobe

\*

53]

D

Home Tools Welcome x

W ® B8 Q

I Certificates

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

RootCA

[ welcome

Certificate Viewer

®

Show all certification paths found

Summary  Details Reyocation = Trust Policies  Legal Notice
GovCA
@ TestEDSCertifice Ly The selectod-Eertificate is valid
Deta

N After trusting the RootCA the

&Certificate revocation Check is done automatically\

Wel
Doc

The selected certificate is considered valid because it does not
appear in the Certificate Revocation List (CRL) that is contained in
the local cache.

The CRL was signed by "GovCA" on 2021/03/05 12:21:11 +02'00"
and is valid until 20203/06 12:21:11+02'00"

Signer Details...

(D The selected certificate path is valid.

The path validation and revocation checks were done as of the signing time:

Here are f¢

2021/03/05 20:31:01 +02'00"
Validation Model: Shell

OK

AN here TP AT AT ATTEYRARS O N
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Sign In

)
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53]
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3. Conclusion:

It is very important to setup the digital signature properly to ensure that the user private key is well

protected.

It is also very important to set automatic signature validation to allow the smooth verification and

validation of digitally signed documents.

You can have access to a full digital signature setup and validation video user guide from this link:

Video Guide.

4. Our Contacts

You can use the following contacts in case you need additional support or explanation related with the

digital signature and digital certificate.

4.1 E-mail: pki@risa.gov.rw
4.2 Phone:
- Toll Free: 4046
- International: +250788390212

4.3 Website: www.govca.rw
- This web site serves as our web portal for the application

- You can also access it to get detailed information on the provided services.

vCA
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https://drive.google.com/file/d/1ke4MJeDoftaHAzzyNjLXS0qUEAv13KgG/view?usp=sharing
mailto:pki@risa.gov.rw
http://www.govca.rw/

